
Question: What are the key features Personal Data Protection Bill 2019? How 

well does it achieve the objective of protecting privacy? 

Answer: 

The Personal Data Protection Bill of 2019 comes in the backdrop of: 

a) the 2018 Supreme Court verdict declaring "privacy" as a fundamental 

right under Article 21 of the Constitution of India (protection of life and 

personal liberty) in the Justice KS Puttaswami vs Union of India case  

 

b) a subsequent nudge from the Supreme Court to frame such a law and  

 

c) the Srikrishna Committee's recommendations and draft on privacy 

protection. 

 

Key features of the bill 

(a) Promote concepts of consent, purpose limitation, storage limitation and data 

minimisation etc.; 

(b) Lay down obligations on agencies collecting personal data (data 

fiduciary) to collect only that data which is required for a specific purpose and 

with the express consent of the individual (data principal); 

(c) Confer rights on the individual to obtain personal data, correct inaccurate 

data, erase data, update the data, port the data to other fiduciaries and the right 

to restrict or prevent the disclosure of personal data; 

(d) Establish Data Protection Authority of India (DPAI) to protect the 

interests of individuals, prevent misuse of personal data, ensure compliance and 

promote awareness about data protection; 

(e) Notify "social media intermediary" as a significant data fiduciary whose 

actions have a significant impact on electoral democracy, security of the state, 

public order or sovereignty and integrity of India; 

(f) Confer the "right of grievance" to individuals to complaint against data 

fiduciary; 



(g) Empower the central government to exempt any government agency from 

application of the proposed law; 

(h) Empower DPAI to specify the "code of practice" to promote good practices 

of data protection and facilitate compliance and, 

(i) Provide for "Adjudicating Officer" for deciding penalties and award 

compensation for violations and "Appellate Tribunal" to hear appeals against 

these. 

 

Achieving the objective of protecting privacy 

(a) Unrestrained access to personal data by government agencies 

 After having provided for privacy safeguards, the bill empowers the 

central government, to allow any government agency to bypass all these 

(a) in the interest of the sovereignty and integrity of India, security of the 

State, friendly relations with foreign states or public order and (b) for 

preventing any cognizable offence relating to the above (a). 

 

 The only safeguards are: (i) a written order from the central government 

specifying the reasons for breaching privacy and (b) in a manner 

(procedures, safeguards and oversight mechanism) "as may be specified" 

in future. 

 

 

 In sharp contrast, the 2018 draft had many privacy protections. Section 42 

of the draft, while granting exemptions to the central government only for 

"the security of the State", had said the processing of personal data "shall 

not be permitted unless authorised pursuant to a law, and in accordance 

with the procedure established by such law, made by Parliament and is 

necessary for, and proportionate to, such interests being achieved". 

 

 The 2019 bill does not talk about any of these: A Parliamentary law to be 

framed for the purpose and tests of what is "necessary" or "proportionate" 

to the objectives being sought for breaching privacy. 



 

 This is likely to raise serious objections, especially in view of the 

snooping and surveillance allegations made by Whatsapp and Google in 

recent months in which fingers were pointed at the government agencies. 

 

(b) Dilution in data localisation 

The 2019 Bill only talks of "critical" and "sensitive" personal data and subjects 

those to a similar regulatory regime. “Critical personal data" has not been 

defined and left for the DPAI to do so. 

 

(c) Heavy burden on DPAI to regulate privacy 

Section 94 of the bill provides that the DPAI would make regulations, rules, 

safeguards for protection of privacy and restrictions on continuous or systematic 

collection of "sensitive" personal data etc., including even defining what is 

"critical" personal data. Definition of "data" is less elaborate vis-a-vis the 

Information Technology Act of 2000  

 


