
Question: Why is India’s financial system vulnerable to cyber attacks? Also 

suggest measures that can be taken to prevent such attacks. 

 

Answer: 

A cyberattack is a malicious and deliberate attempt by an individual or 

organization to breach the information system of another individual or 

organization. Usually, the attacker seeks some type of benefit from disrupting 

the victim’s network. 

A recent report by cyber-security company Symantec said India was among 

the top three countries in the world for phishing and malware attacks. 

Financial fraud in India takes many different forms. Some involve hackers 

fixing skimmers and keyboard cameras to ATMs, which duplicate the card 

details of unsuspecting users. Others involve calling people up and tricking 

them into handing over information. 

 

Reasons 

 India's financial systems are extremely vulnerable, because India still 

relies on international banking networks like Society for Worldwide 

Interbank Financial Telecommunication (SWIFT) to make transactions. 

International gateways are open vectors of attack for India. 

 

 Although this comes down to the sheer size of India's digital population - 

the population of France is added every month to the country's internet - 

it is a big concern because many first-time internet users are being 

pushed to use digital payments. 

 

 

 Mobile payment platforms - both indigenous (Paytm) and international 

(Google) - have become a massive industry in India. A report by Credit-

Suisse estimated that mobile payments in India would become a $1tn 

market by 2023. Credit and debit card payments are also popular, with an 

estimated 900m cards operational in India today. 

 



 Many of the newest entrants to India's internet - more than half the 600 

million-odd total users - are from the middle or bottom of the pyramid. 

This means that very often, their digital literacy is low, or they are 

migrant labourers working in states where they are not familiar with the 

language. So they are very vulnerable to fraud.  

 

 There is inadequate reporting of fraud by banks, which means 

sometimes consumers are not even aware of what has happened. 

 

 

 One problem is that the systems themselves are not secure or transparent 

enough. In the Cosmos fraud (Cosmos bank in Pune) for instance, the 

software was not able to throw up red flags when so many transactions 

were compromised. And by the time the fraud was discovered, a huge 

sum of money had been lost. 

 

 Furthermore, a lack of standardisation also makes transactions 

confusing, especially for first-time users. ATMs for instance, come in 

many different forms and each payment app in the country has a different 

interface. 

 

 There is also a human problem. People lack even basic awareness of the 

dangers, leaving both themselves and sometimes entire systems at risk. 

 

Measures that can be taken 

 It is for the government and institutions to provide security in financial 

transactions - not the end user. 

 

 Given the rate of India's internet growth, it is not possible to rely on just 

education alone. It's not possible for everyone to keep up with the 

sophisticated methods of hackers, especially when they are constantly 

changing tactics and methods. So the onus has to be on regulators and 

payment firms to protect users. 

 



 The other problem is that communication between the various cyber-

security organisations is just not fast enough. The Computer 

Emergency Response Team (Cert), who are the frontline defenders of 

India's digital infrastructure, are sometimes too slow to respond to 

reported threats. 

 

 But India is already aware of this. The country is formulating a 

national cyber-security policy for 2020 and officials have identified six 

critical areas where policy needs to be where special attention is needed. 

Finance security is one of these areas. 

 

 Ideally, the Certs being planned for the six critical areas should 

communicate with each other, with oversight from a coordinator. It is 

only then that India will be able to effectively respond to the risks that 

come with moving to a largely cashless economy. 

 

India cannot be cyber security ready unless the issue is taken up on a mission 

mode and in  Estonia, the northern-most of the three Baltic states, has some 

lessons for us. When this tiny nation (population 1.3 million) broke away from 

Soviet Union in 1991, it barely had any infrastructure, physical or digital. 

Today, it is one of the most digitalised countries in the world. All government 

services are delivered online. As much as 99.6 per cent of the banking 

transactions are done digitally. All the schools have been digitised and exams, 

homework and attendance are available at the click of a mouse. In fact, 28 per 

cent of people voted online in the last Parliamentary elections in 2018. 

In 2007, Estonia was subjected to a brutal cyber warfare (Russia is blamed for 

it). 

 

The Distributed Denial of Service (DDOS) attack crippled 58 Estonian 

websites. ATMs did not work. Online banking services failed and media houses 

could not broadcast news. Estonia adopted a transparent approach to this 

incident and cut itself off from rest of the Internet. It managed to defend itself 

well. It was a wake-up call. 

 



It learned from the experience and built a strong intrusion detection and 

protection systems, created awareness among people, built a strong public-

private partnership to tap resources, put in place a central system for 

monitoring, reporting and resolving cyber incidents and mandated vital service 

providers to assess and manage their ICT risks regularly. 

 

It also created a voluntary Cyber Defence Unit where experts who work 

elsewhere chip in to protect when called. 

 

Estonia has also become proactive on cyber security. It ensured that NATO Co-

operative Cyber Defence Centre of Excellence was set up in its capital Tallinn. 

Its annual scenario-based real time network defence exercise, Locked Shields, 

conducted since 2010 is considered the world’s largest and most complex. 

Today, when it comes to cyber security Estonia is among the top five nations in 

the world (India is not in the top 20). 

 

Recently, it has offered to help India on this front. We should grab this 

opportunity with both our hands. 


